Congressional leadership’s key to effective foreign policy and next wave military affairs revolution---extinction
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Filled with opportunity as it is, the new century also contains threats: conventional threats like classic geopolitical rivals struggling against the world order favored by the United States and its allies, unconventional threats like terror movements spurred by jihadi ideology, regional crises like the implosion of much of the Middle East and a proliferation of failed and failing states, emerging threats like the danger of cyber war, and systemic problems like the crises in some of the major institutions on which the global order depends — NATO, the EU, and the UN for example. The United States government itself is not exempt from this problem; whether one looks at the Pentagon, the Department of Homeland Security or the State Department one sees organizations seeking to carry out 21st-century missions with 20th or even 19th-century bureaucratic structures and practices. Additionally, the United States faces a challenge of strategy. While the United States has enough resources to advance its vital interests in world affairs, it does not have the money, the military power, the know how or the willpower to address every problem, intervene in every dispute, or to dissipate its energies in futile pursuits. The United States faces an array of conventional and unconventional threats, as well as several systemic dangers. Our three principal conventional challengers are China, Russia, and Iran. All aim to revise the current global geopolitical order to some extent. In the years to come, we must expect that revisionist powers will continue to challenge the existing status quo in various ways. Moreover, the continuing development of “second generation” nuclear weapons states like Pakistan ensures that geopolitical competition between regional powers can trigger global crises. Meanwhile, we are also confronted by an array of unconventional threats. Despite the fondest hopes of many Americans, Sunni jihadism has not proven to be a passing phase or fringe movement. Al-Qaeda was more resourceful and ambitious than the previous generation of radical salafi groups; its Mesopotamian offshoot (AQIM) was still more effective; today, ISIS has leaped ahead to develop capabilities and nourish ambitions that earlier jihadi groups saw only in their dreams. Unfortunately, the radical movements have lost inhibitions as they gained capacities. Wholesale slaughter, enslavement, barbaric and spectacular forms of execution: these testify to a movement that becomes more depraved, more lost in the pornography of violence, even as it acquires more resources and more fighters. This movement could become significantly more dangerous before it begins to burn out. Yet radical jihadis may well prove to be less of a threat than the emerging dangers of the cybersphere. Cyber conflict is a new arena of action, one in which non-state, quasi-state and state actors are all present. With almost every day bringing stories of utterly lamentable failures of American cyber security, it must be clearly said that the U.S. government has allowed itself to be made into a global laughingstock even as some of our most vital national security (and corporate and personal) information is captured by adversaries with, apparently, impunity. But problems like these are pinpricks compared to the damage that cyber war can cause. Not only can industrial sabotage disrupt vital systems, including military command and control systems as well as, for example, the utilities on which millions of Americans depend for their daily necessities, cyberwar can be waged anonymously. Threats of retaliation lose their deterrent power when the attacker is unknown. Worse, the potential for destabilizing first strikes by cyber attacks will complicate the delicate balance of terror, and leaders could find themselves propelled into conflict. Cyber war could accelerate the diplomatic timetable of the 21st century much as railroad schedules and mobilization timetables forced the hands of diplomats in 1914. Beyond that, one can dimly grasp the possibility of biologically based weapons as a new frontier in human conflict. It is far too soon to know what these will be like or how they will be used; nevertheless one must postulate the steady arrival of new kinds of weapons, both offensive and defensive, as the acceleration of human scientific understanding gives us greater access to the wonders of the life sciences. Finally, there are systemic or generic threats, which is to say, dangers that are not created by hostile design, but emerge as byproducts from existing and otherwise benign trends that are likely to pose significant challenges to the United States’ interests and security in coming decades. We do not usually think of these as security problems, but they can create or exacerbate security threats and they can degrade our abilities to respond effectively. For all its promise, the tech revolution entails an accelerating rate of change in human communities that has destabilizing effects. In the U.S., and especially in Europe, these take the relatively benign, but still problematic, form of the breakdown of what I have called the “blue social model”—a tightly integrated economic-social model built during the 21st century that linked lifetime employment and fixed pensions into a socio-economic safety net. Now, the structures that were designed to secure prosperity and economic safety in the 20th century are often constraining it in the 21st. But elsewhere, the strains of the modern economy may yet be worse, and produce more malign results. In the Middle East and North Africa, government institutions and systems of belief are overwhelmed by the onslaught of modernity. For better or worse, the pressures of modernity will increase on societies all around the world as we move deeper into the 21st century. To date, the United States has demonstrated very little ability to help failed or failing states find their feet. Failing states provide a fertile environment for ethnic and religious conflict, the rise of terrorist ideologies, and mass migration. The United States will need to be ready to deal with the fallout – fallout that in some cases could be more than metaphorical. Finally, the United States and its allies must recognize and overcome a crisis of confidence. The West’s indecision, weak responses, mirror imaging of strategic competitors who do not share our values, and our tendency to rely upon process-oriented “solutions” in the face of growing, violent threats have encouraged a paradox: our enemies and challengers have become more emboldened, and disruptive to the world order, exploiting the opportunities that the open order supported by the United States and its allies provides. Western societies have turned inward, susceptible to “there’s nothing we can do” and “it’s not our problem” political rhetoric. As history shows, the combination can carry a very high cost and take many years to unwind. Grand strategy has to take this into account: American leadership is critical to highlighting and thwarting problems that may fester into major global threats. Even the best strategic planning and the best procurement of equipment to meet serious strategic threats is insufficient should current Western leaders lack the wit to recognize and the will to meet challenges as they arise. What can the United States Congress and the armed services do to prepare the country for the strategic challenges of the future? The Committee invited me to look beyond the day to day problems and to take a longer view. Here are some thoughts: 1. Invest in the future. The apparently inexorable acceleration of technological and social change has many implications for the armed services of the United States. It is not just that weapons and weapon platforms must change with the times, and that we must continue to invest in the research and development that will enable the United States to field the most advanced and effective forces in the world. Technological change drives social change, and conflict is above all a social activity. Military forces must develop new ways of organizing themselves, learn to operate in different dimensions, understand rapidly-changing cultural and political forces and generally remain innovative and outward focused. New tech does not just mean new equipment on the battlefield. As tech moves into civil life, the structure of societies change. Insurgencies mutate as new forms of communication and social organization transform the ways that people interact and communicate. The need for flexibility is heightened by the diversity of the world in which the Armed Forces of the United States, given our country’s global interests, must operate. American forces must be ready to work with Nigerian allies against Boko Haram, maintain a base presence in Okinawa while minimizing friction with the locals, operate effectively in the institutional and bureaucratic culture of the European alliance system, while killing ruthless enemies in the world’s badlands. Our combat troops must work in a high tech electronic battlefield of the utmost sophistication even as they work to win the hearts and minds of illiterate villagers. The armed services must continue to reinvent themselves to fit changing times and changing missions, and they must be given the resources and the flexibility necessary to evolve with the world around them. The bureaucratic routines of Pentagon business as usual will be poorly adapted the kind of world that is growing up around us. A focus on re-imagining and re-engineering bureaucratic institutions is part of investing in the future. Private business has often moved more quickly than government bureaucracy to develop new staffing and management patterns for a more flexible and rapidly changing environment. Government generally, and the Pentagon in particular, will need aggressive prodding from Congress to adapt new methods of management and organization. Investment in better management and organizational reform will be vital. 2. Address the interstitial spaces and the invisible realms. The United States, like Great Britain, is a power that flourishes in the ‘spaces between’. In the 18th century, think of sea power and the world markets that sea power guaranteed. Britain rose to world power by mastering the ‘spaces between’ the world’s major economic zones. In the 19th century Britain added telegraph and cable communications to its portfolio, developing and defending the world’s most extensive network of instantaneous communications. Similarly, the British build a global financial system around the gold standard, the pound, and the Bank of England. Again, the focus was less on dominating and ruling large land masses than on facilitating trade, communications and investment among them. In the 20th century, the nature of this space changed again: air power, radio and television broadcasting, satellites and, in the century’s closing years, the internet created new zones of communication. The United States was able to retain a unique place in world affairs in large part because it moved quickly and effectively to gain a commanding position in the development and civil and military use of these forms of communication. Whether it is the movement of goods or of information or of both, Anglo-American power for more than three centuries has been less about controlling large theaters of land than about securing and expediting trade and communication in the ‘spaces between’. This type of power, most evidently present today in the world of cyberspace, remains key not only to American power but to prosperity and security in the world. Information is becoming the decisive building block of both economic and military power. American defense policy must remain riveted on the developments in communications and information processing that are creating the contemporary equivalent of the sea lanes of the 18th century and the cable lines of the 19th. The recent series of high profile hacker attacks against key American government and corporate targets suggests that we have lost ground in one of the most vital arenas of international competition. This needs to change; cyber security is national security today and at the moment, we don’t have it. 3. Establish a Congressional Office of Strategic Assessment. In order to perform its oversight functions more effectively, the Congress should consider establishing a professional, nonpartisan agency that can be a source for independent strategic research and advice, and which can evaluate executive branch policies in a more systematic and thorough way than current resources allow. Similar in some ways to the CBO, a COSA would provide in-depth analysis and other resources to members and staff. Such an office would ideally be able to analyze anything from the strategic consequences of a given trade agreement to the utility of a proposed weapons system. This office would also allow a much more sustained and effective form of Congressional oversight, restoring a better balance to the relationship between the Executive and Legislative branches of government. The intersection of military, political, social, technological and economic issues in our world is constantly creating a more complex environment for both military and political strategic policy and thought. Even the most dedicated members with the hardest working staff cannot fully keep up with the range of problems around the world and their impact on American interests and policy. Yet effective Congressional oversight is necessary if the American system of government is to reach its full potential in the vital field of national security policy. A non-partisan office under Congressional control that had a strong staff and the ability to engage the best minds in the country on questions of national strategy would help Congress fulfill its responsibilities in this new and challenging environment. 
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