Their unsubstantiated fear towards Chinese tech domination is rooted in problematic racialized logic.
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Technological Behemoth: the Racial Capitalist Frontier of Techno-Economic Warfare ¶ The American media coverage of Wuhan’s shutdown and the Chinese state’s deployment of surveillance technology to contain the virus through contact tracing and quarantine enforcement measures offered the American public a preview of the PRC government at work. Enfolded in these stories are both the underlying admiration and fear around the Chinese state’s efficiency and efficacy in using technology for population control. Similarly, the same kind of admiration and fear are evident in American perceptions of China’s explosive economic development and global reach since the 1990s. And arguably, these same sentiments re-emerge when we read about the seemingly rapid success of Huawei Technologies, which has become the world’s largest telecommunications technology company, overtaking Western companies that were once household names, like Eriksson, Nokia, and Motorola.¶ The exemplary case of Huawei brings our discussion of yellow peril into the explicit terrain of techno-Orientalism where the idea of the Chinese techno-virus—emerging at the nexus of technology, international trade, and cyber-security—is articulated through the racialized fear of Chinese technological domination achieved purportedly by stealing trade secrets, engaging unfair trade practices, and enabling Chinese state surveillance. What the case of Huawei illustrates is the extension of the “Chinese virus” trope that already exists in the domains of public health (as biological pathogen) and research institutions (scientist-spy) into the realm of everyday consumer technologies. Our point in discussing Huawei is not to defend it or to judge its activities. Rather, we want to call attention to the increasing significance of media/communications technologies as sites of interstate techno-economic-security struggles (in addition to already existing corporate surveillance). Toward that end, the Huawei example clearly shows the entwined issues and discourses of technology, international trade, and cybersecurity, all of which are filtered through and constitutive of the racializing techniques of the “Chinese virus.”¶ Between January 2019 and February 2020, the U.S. Department of Justice filed three indictments against Huawei and its subsidiaries. That Huawei is the first foreign company of recent memory that is singled out by the United States for charges related to sanctions violations, conspiracy to steal trade secrets from American companies (including source code and wireless technology manuals), and federal racketeering (including fraud, obstruction of justice, money laundering) is noteworthy in itself. This last charge of racketeering is used historically to address organized crime (i.e. mafias) and points to the U.S. government’s intended juridical delegitimization of Huawei as an irrational institution mired in secrecy and an unlawful global corporation that cannot be trusted. In response to these allegations, Huawei accused the Department of Justice of exercising a form of political persecution and asserted that “[the charges] are based largely on resolved civil disputes from the last twenty years that have been previously settled, litigated, and in some cases, rejected by federal judges and juries.”31 The case will likely take years to resolve, but its function will become apparent by the ensuing interstate trade and diplomatic negotiations between China and the United States.¶ Meanwhile, the White House and various U.S. state departments have begun to exert pressure on both domestic institutions and allied nation-states to end contracts and research collaborations with Huawei. For instance, the U.S. Department of Commerce in 2019 blacklisted the firm on charges of intellectual property theft and barred U.S. companies from selling products to Huawei without federal authorization.32 Also, as discussed in the above section, the FBI has placed pressure on universities to increase oversight of Chinese American researchers and to divest from research collaborations funded by Huawei and other Chinese firms. Multiple universities, including MIT, Stanford University, and the University of Illinois, have terminated research partnerships with Huawei.33¶ In addition to these domestic pressures, U.S. officials have asked allied nation-states to cancel any existing contracts with Huawei, especially ones that involve using the firm’s equipment for developing 5G wireless networks. Cybersecurity serves as the stated rationale, conjuring the potential of the Chinese Communist Party through its ties to the firm to engage in cyber surveillance/espionage by intercepting individual, corporate, and government data flowing through the 5G wireless networks. According to this logic, the “Chinese/Asian contagion” manifest as “Chinese/Asian espionage” can now be hardwired into the infrastructural fabric of our telecommunications systems through which data will travel from our phones, computers, online accounts, and other kinds of technologies to Chinese companies and, potentially, the Chinese state. The assertion is that the use of Huawei’s equipment will create massive security vulnerabilities not just to U.S. intelligence but also to American individuals whose personal information can be captured and used for endless possibilities of commoditization. It is also argued that Chinese technology integration into any Western cyber infrastructure project “would give China the upper hand in any potential cyber war.”34¶ Recently, this racialized fear of Chinese technology has materialized with intensified urgency in the privacy debates surrounding the immensely popular video-sharing platform, TikTok, and its Chinese parent company, ByteDance. With over 100 million users in the United States alone, TikTok has ascended to social media ubiquity, exacerbating American anxieties around China’s technological dominance.35 Rehearsing much of the same rhetoric used to condemn Huawei, U.S. lawmakers have argued that TikTok poses a threat to the “national security, foreign policy, and economy of the United States,” citing concerns over TikTok’s handling of user data and the company’s alleged allegiance to the Chinese government.36 Indeed, in early August 2020, the Trump administration released an executive order that would effectively ban the social media app from the United States if ByteDance failed to address concerns regarding the app’s surveillance mechanisms, including the Chinese Communist Party’s “access to Americans’ personal and proprietary information . . . ”37 Worth noting is the fact that TikTok was the platform of choice used by K-pop fans to flood the Trump campaign with fake ticket reservations to the Tulsa, Oklahoma, rally. The spectacular embarrassment of a half-empty arena no doubt left an impression on the White House.¶ However, even as the U.S. government is accusing Chinese corporations like ByteDance and Huawei of colluding with the state, it too is expanding collaborations with U.S. technology companies. For instance, in 2019, Microsoft was awarded a $10 billion contract from the Department of Defense to update and transform the U.S. military’s cloud computing infrastructure. The project, known as the Joint Enterprise Defense Infrastructure (JEDI), is the Pentagon’s largest technology contract to date38 and represents the growing relationship between the high-tech industry and the military. Ironically, these are the very same nationalistic ties that the U.S. government has accused TikTok of advancing.¶ The strategic framing of potential foreign violation of individual privacy is part and parcel of the racialized construction of the “Chinese/ Asian techno-virus” as a danger to both American liberal personhood and national capitalist democracy. Indeed, the potentiality for China to gain the upper hand in any possible cyber and technological war with the United States compounds the economic threat that conglomerates like Huawei and ByteDance pose to U.S. global capitalism. The perceived dual dangers of compromised national security and economic competition—as embodied by Chinese transnational tech firms—positions Chinese technology, its commoditization, and its capture of the global market as evidence of China’s advance in “techno-economic warfare.” In this way, the specter of the Chinese/Asian threat is central, if not necessary, to legitimizing the insistence of American hegemony.
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