DOD administrative obstacles are the primary hindrance to AI adoption.
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To inform his 33-page paper and these overarching questions, Allen interviewed dozens of experts involved in driving AI and autonomous technologies and policies, including current and former members of the DOD, allied nations, and officials in the private sector. Among those many discussions were a number with “technology companies and individuals who have been supporting Ukraine” in the unfolding conflict since Russia’s invasion, he confirmed.
“I would say the first thing that really surprised me was just how rapidly the Ukrainian military has been able to apply AI — I mean there are cases where an AI model went from an idea in someone’s head to an AI-enabled military capability that warfighters are using and loving in a real war in a matter of weeks. From the perspective of the DOD, I knew that it’s really hard to do something that fast. And if the Ukrainians are doing it, that means that so much of what makes it hard to move that fast is not about AI. It’s about the DOD,” Allen explained. 
Parts of his paper present and interrogate cases where Ukraine’s military has effectively unleashed advanced AI capabilities in combat incredibly rapidly compared to the Pentagon’s pace.  
“So, I think one of the answers to the question of, ‘Why is it possible for Ukraine to move so much faster [than DOD]?,’ is because they don’t face these [Authority to Operate, or ATO] regulations,” Allen said.
Each and every software system that processes data and functions on the Department of Defense Information Network (DODIN) is required to first obtain an official ATO from a certified government authorizing official. Allen calls ATOs “a major barrier to accelerating AI adoption” within the department in his paper.  
“‘These challenges with ATOs are eating us alive,’” one senior DOD official told him in his research.
The regulations were created to address cybersecurity concerns around the department’s software applications.
“It’s not that the ATO process was designed for no good reason. It’s just that it has all of these unintended consequences of slowing down DOD AI transformation and really just software development in general,” Allen told DefenseScoop.
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