Multiple scenarios for extinction
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Stories about out-of-control technologies go way back. Tales such as The Golem of Prague, Frankenstein and The Monkey’s Paw illustrate that we’ve long been concerned our good intentions will not translate into a happy future, and entities we don’t fully understand will come to outsmart and, one day, destroy us. Today, experts are talking about our threat of extinction at the hands (or minds) of artificial intelligence. They’re worried highly-capable AI systems, far more intelligent than any person has ever been, pose a grave danger to humanity. But how exactly could we be wiped out by the machines? Below, I have outlined the scenarios – with a plausibility rating for each one. Remember, while some of these scenarios are plausible, none of them are necessarily very probable. A lot would have to fall into place including, of course, the advent of a superintelligent AI. Scenario 1: Propaganda and bad actors An AI under the control of an individual or group who wants to use it for nefarious purposes could be extremely dangerous, in the same way rogue states or terrorist groups getting access to powerful weapons would be. A ruthless, extreme populist politician could use AI to generate powerful propaganda, helping them come to (and maintain) power in a fragile or corrupt state. Extreme politicians are a risk to global stability. In some cases – as we’re currently seeing in Ukraine – they invade their neighbours, ratcheting up global tension and risking new large-scale wars. AI-derived propaganda (say, a convincing but fake video appearing to show one country’s soldiers attacking another’s) could directly help to stoke such wars, sowing discord between different countries and leading to dangerous miscalculations in foreign policy. Plausibility rating: moderate-to-high. Populist groups will definitely use AI to generate propaganda, but whether this would lead to them seizing power or starting wars is anybody’s guess. Scenario 2: Infrastructure destruction These days, everything is connected. And an AI that is plugged into systems like the internet could pose a serious risk to, well, everything. Imagine that a rogue actor – again, like a state or a terrorist group – unleashed a hyper-capable AI system on the global financial markets, or a country’s power grid. Through the use of hacking and computer viruses, such a system could cause serious damage. We already know that viruses designed by humans have this capability. In 2010 it was discovered that the Stuxnet virus – probably created by the US and Israel – had caused severe damage to Iran’s nuclear programme. Could an AI, with vastly superior computer-coding skills to any human, create viruses and computer worms that allow it to wreck our often-fragile infrastructure systems, damaging transport, energy, healthcare, and the global economy, and sending us back to a far more primitive, more dangerous world? Plausibility rating: high. As noted, this has happened before. AI models are already impressive when it comes to computer coding. If someone set them to produce viruses in the future, they could probably do so far faster than any anti-virus efforts could keep up. Scenario 3: Killer robots There is already an arms race between countries on the creation of automated weapon systems. Why send people out to their potential deaths in a combat zone if robots and drones could do their jobs for them? And why have a human controlling the weapon system when it could control itself? They’re sensible questions. But unless we’re extremely careful about how such systems are designed, we can imagine scenarios where they refuse to follow human orders, actively work against those orders, or even pretend they’re following orders while secretly working against them. If one overarching, superintelligent AI gained control of such systems, it might be able to co-ordinate attacks on human infrastructure – or humans themselves. However, this form of AI doesn’t necessarily become an existential risk, unless you consider the next point in our list. Plausibility rating: high. We’re already developing autonomous military systems and integrating them with more and more powerful AI systems. Scenario 4: Nuclear war In some ways, worrying about AI is simply another way to worry about the threat of nuclear war. Humanity already holds enough nuclear weapons to destroy, or at least severely curtail, life on Earth. What if an AI somehow got hold of them? As outlined above, militaries will no doubt want to use AI to automate a lot of their systems. But AI doesn’t need to launch the missiles itself. A superintelligent AI could also persuade (or bribe, or blackmail) the people in charge of nuclear weapons to launch them. It could also fool one nuclear-armed country into thinking it was being attacked by another by falsely triggering its early-warning system. A scary number of near-misses of this kind happened during the Cold War, with missile-detection systems set off by unusual reflections on clouds and at one point a flock of geese. That country might then respond by launching its own missiles, which could easily then escalate into a full-scale nuclear exchange. Plausibility rating: moderate-to-high. The ending of the Cold War reduced the risk of nuclear apocalypse, but the existence of a superintelligent AI with self-preservation goals that don’t align with the goals of humanity could easily increase it again. We do, however, have better and less gullible early-detection systems as well as more accurate missile defences, which somewhat mitigate the threat. Scenario 5: Pandemics and chemicals Whether you think the Covid virus leaked from a virology lab or not, it’s certainly within the realms of possibility that a research accident could produce a dangerous virus with a high rate of infectiousness or fatality. And that’s an inadvertent scenario. If someone with the right knowledge and resources was to deliberately design and release a dangerous virus, that would dramatically increase the risk to humanity. The worry here is that this “someone” might be an AI – either directed by unscrupulous humans or acting on its own. One of the main promises of AI is that it’ll help us design new life-saving drugs. But by the same token – and by the same use of its ability to understand the structure of molecules and cells at a deeper level than any human – it could also design dangerous new chemicals like nerve gases, or augment currently-existing viruses to make them more lethal. The AI would be limited by what data is available – it can’t know how to create a new pandemic virus or a new chemical if it doesn’t have anything to base that knowledge on. And of course, even superintelligence isn’t magic: there are biological limits on what viruses and pathogens can do. But we already know – and are justifiably concerned about – some of the ways viruses can be made more powerful. This kind of research, combined with a superintelligent AI , could make an extremely hazardous combination. Plausiblity rating: low-to-moderate. Without the right data, an AI couldn’t produce a deadly supervirus in the ways that many AI worriers speculate it could. But biology is full of surprises, and a superintelligent entity could find deadly things in biology that we humans couldn’t have predicted. Scenario 6: Nanobots We’re back to robots. Nanobots (which don’t currently exist, or are in extremely primitive form) are tiny robots, invisible to the naked eye, that could, in theory, be used to enter our bodies and fix wounds, administer medicine, or destroy cancer cells. One more science-fiction-esque scenario for the doom of humanity is that such nanobots become self-replicating, gobbling up all the biomass on earth to create endless copies of themselves and rapidly producing what’s been called a “grey goo”, which would involve the entire planet turning into a roiling mass of mini-robots and little else. This, of course, is one of the more speculative scenarios. Plausibility rating: very low. There hasn’t been much technological progress on the creation of nanobots, so technology would have to advance very far for this to be a convincingly concerning scenario. Scenario 7: Human obsolescence Imagine a world where we slowly but surely replace every working human with an AI or a robot. An entire economy would develop around different superintelligent AIs interacting with each other, producing energy, resources, and even their own culture. Humanity, meanwhile, would become old and lazy, incapable of performing any of the work it has done in the past. Birth rates could collapse. We could develop AIs to look after us, but they would rapidly become too complex for us to understand or control. Eventually, we might become like any other endangered species: entirely dependent on the whims of more intelligent beings to help us survive. Perhaps one day, we simply die out. Or maybe the AIs decide amongst themselves that humanity is now irrelevant, and too much of a drain on resources. They decide to switch off the life-support machine. Plausibility rating: high. We’re already moving in this direction, with declining birth rates across the world as technology advances and countries become richer and more developed. We’re also already replacing human labour with AI where possible. It’s not hard to imagine these trends continuing in future as we all understandably push towards a more comfortable life. Anything else? I’ve tried to look at what the AI extinction of humanity could look like. But experts have argued that we simply can’t know how this could take place. It could be one of the scenarios above, or a combination of a few of them. But it could also be a scenario that takes us entirely by surprise. We would, after all, be dealing with an entity that is vastly more intelligent than us, with intentions we’d not be capable of fully comprehending. Is it even helpful to explore the scenarios? Some might sound too “sci-fi” and silly, and could lead to people not taking the risk seriously. It’s already quite clear that people find it awkward to discuss such speculative scenarios, and would – perfectly understandably – rather focus on the nearer-term risks of AI, like the production of misinformation or the loss of jobs. But I’m glad we’re having the discussion now, and trying to work out what level of risk this really poses. If we wait for a superintelligent, capable, poorly-aligned AI to appear, it could already be too late.
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