They’ll use their tech lead to spread disinformation and wreck democracy. 
Power '23 – Former ambassador to the UN [Samantha; "How Democracy Can Win: The Right Way to Counter Autocracy"; March/April; Foreign Affairs]
Like inequality and economic privation, potentially dangerous digital technologies have not received nearly enough attention from most democracies. The role that such tools have played in the rise of autocratic governments and ethnonationalist movements can hardly be overstated. Authoritarian regimes use surveillance systems and facial recognition software to track and monitor critics, journalists, and other members of civil society with the goal of repressing opponents and stifling protests. They also export this technology abroad; China has provided surveillance technology to at least 80 countries through its Digital Silk Road initiative.
Part of the problem is a lack of global norms and legal or regulatory frameworks that embed democratic values into tech design and development. Even in democratic countries, programmers often have to define their own professional ethics on the fly, developing boundaries for powerful technologies while also trying to meet ambitious quarterly goals that leave them little time to reflect on the human costs of their products.
Biden came into office recognizing the vital role technology will play in shaping our future. That is why his administration partnered with 60 other governments to release the Declaration for the Future of the Internet, which outlines a shared positive vision for digital technologies as well as a blueprint for an AI bill of rights so that artificial intelligence is used in line with democratic principles and civil liberties. In January 2023, the United States also assumed the chair of the Freedom Online Coalition, a group of 35 governments committed to reinvigorating international efforts to advance Internet freedom and counter the misuse of digital technology.
To build resilience to digital authoritarianism, we are kicking off a major new digital democracy initiative that will help partner governments and civil society assess the threats that misuse of technologies pose to citizens. We launched a new initiative with Australia, Denmark, Norway, and other partners to better align our export controls with our human rights policies. We blacklisted flagrant offenders, such as Positive Technologies and NSO Group, both of which sold hacking tools to authoritarian governments. And in the coming months, the White House will finalize an executive order barring the U.S. government from using commercial spyware that poses a security threat or a significant risk of improper use by a foreign government or person.
But perhaps the biggest threat to democracy from the digital realm is disinformation and other forms of information manipulation. Although hate speech and propaganda are not new, the rise of mobile phones and social media platforms has enabled disinformation to spread at unprecedented speed and scale, even in remote and relatively disconnected regions of the world. According to the Oxford Internet Institute, 81 governments have used social media in malign campaigns to spread disinformation, in some cases in concert with the regimes in Moscow and Beijing. Both countries have spent vast sums manipulating the information environment to fit their narratives by disseminating false stories, flooding search engines to drown out unfavorable results, and attacking and doxxing their critics.
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