Global instability causes great power war and destructive cyberattacks
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Technology and politics are conspiring to make the world dangerously unstable. The result: War and nuclear escalation are becoming more likely. These are the summary conclusions of a diverse group of scholars and policymakers who offer a grim list of reasons why stability is vanishing. Advances in sensors and weapons make disarming counterforce strikes more tempting than ever. The threat of assured retaliation, which may have injected a dose of caution among those considering a preemptive attack during the Cold War, is disappearing. At the same time, the rapid spread of disinformation may lead to confusion and unpredictability during crises, as carefully crafted government signals give way to ad hoc tweets. New technologies blur the line separating conventional and nuclear weapons and create opportunities for weaker states and non-state actors. In this environment, as one Obama administration official recently put it, “classical notions of strategic stability offer scant guidance.” The peculiar technological characteristics of cyberspace make everything worse. Military forces have spent years centralizing communications to maximize efficiency, but in so doing become more vulnerable to crippling [destructive] information attacks. Nuclear command-and-control networks are similarly attractive targets for leaders seeking to disable enemy nuclear capabilities. Offensive cyber operations rely on secrecy to succeed, but this undermines deterrence, which requires that adversaries advertise their forces. The result is a powerful incentive to get the first shot in, whether in cyberspace or the real world. Some analysts offer the potentially hopeful reminder that politics, not technology, drives decisions about the use of force. Innovation may have important social and political consequences, but it does not cause war. If international politics are sedate, war is unlikely and nuclear war is unthinkable. Unfortunately, today’s politics are defined by a series of deepening conflicts among existing and aspiring nuclear powers. Great powers are competing. Regional conflicts are becoming more hostile — and more violent. Status quo nuclear states are opting for “maximum pressure” against those they suspect of wanting to join the club. And the political agreements that have anchored arms control for decades are coming apart.
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