COVID proves bioterror risk is still low and has actually led to increased prevention efforts.
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Could COVID have changed the equation? Aum and its ilk aside, terrorists haven’t shown a great deal of interest in bioweapons. But could the pandemic have changed their views? Certainly, many analysts and media organizations have explored this concern. For example, Vox recently ran a lengthy piece on “Why experts are terrified of a human-made pandemic” arguing that COVID is a warning of what’s to come: pathogens enhanced with gain-of-function research and DNA synthesis improving access to pathogenic material. Axios wrote about how the coronavirus reawakened bioweapons fears. An op-ed in the Los Angeles Times argued that COVID shows world leaders the harm bioweapons can cause.
The fears are well-justified in at least one regard: Thanks to scientific advances, the technical barriers to bioterrorism are going down. But COVID isn’t playing a big role there.
As a technical matter, COVID’s bolstering of terrorists’ abilities to acquire biological weapons is likely modest at best. The main potential concern is the proliferation of medical and public health resources aimed at combatting COVID and whether any of these can be reappropriated to serve bioterrorism schemes. In most cases, the answer is no. Nonetheless, new laboratories might create opportunities to steal equipment or pathogens. Terrorists might also be able to more readily acquire skills related to handling pathogenic material through the rapid training that occurred to meet pandemic needs. But these effects are likely minimal.
The pandemic has caused millions of deaths, a lot of illness, and huge economic and societal disruption. It has also shown the limits of vaccinations: 20 percent of Americans still remain hesitant to get their shots. Pandemic-prompted responses may also be less effective for non-contagious agents like Bacillus anthracis. For example, masking is unlikely to be effective response absent an unlikely early warning. Yet, it’s not at all clear that a terrorist group will see new opportunities for bioweapons based on how society has responded to COVID.
Contrary to fears, the way some governments have responded to the pandemic might deter rather than encourage would-be bioterrorists. For example, the experience of the Operation Warp Speed program in the United States showed that governments can rapidly develop, disseminate, and update a novel vaccine. Efforts to bolster early warning systems, like waste-water surveillance programs, may likewise make a bioweapon less effective.
In short, those terrorists who would have pursued bioweapons before COVID will probably still pursue them, while terrorists who would previously have rejected bioweapons are unlikely to see sufficient new benefits in the COVID experience to override their concerns.
Well, what now? Though COVID has not changed the threat of bioterrorism much, there might be some worthwhile policy adjustments to make in light of the pandemic.
Law enforcement and national security agencies concerned with bioterrorism should prioritize groups with apocalyptic ideologies. These groups may have few viable alternatives to bioterrorism. Likewise, analysts should understand how ideological subgroups may differ in their response to COVID: For example, many radical environmentalists probably would be turned off from biological weapons because the groups are generally non-violent. Some sub-groups, however, like RISE, who are more accepting of violence, might be open to seeing a biological weapon as symbolic of nature’s vengeance on humanity. Aum, famously, recruited scientists to manage its weapons efforts. Analysts should be particularly interested in signs such groups are seeking specialized equipment, recruiting people with specialized bioweapons-related knowledge, or developing that knowledge themselves.
To the degree COVID excites policy interest in bioterrorism, those energies should be channeled towards larger public health preparedness. In practice, many aspects of responding to a bioterrorism incident are not terribly different than any naturally-occurring outbreak. Measures like epidemiological early warning, building hospital surge capacity, and exercises on pandemic response are all just as useful in responding to bioterrorism as a natural pandemic. Of course, policymakers need to consider how bioterrorism may affect the details: Bioterrorists may employ rarer, deadlier diseases; strategic targeting may complicate modeling and response to early outbreaks; and, in extreme cases, bioterrorists may alter the properties of known biological agents.
Analysts and policymakers also should ensure that the frustrations of COVID do not overly color threat assessments. They need to think carefully about how the COVID pandemic has actually interacted with the particulars of terrorist ideology and capability. The overall risk of bioterrorism is probably still quite low, but there are ways to push it even lower.
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