National security gets undermined by data selling and leaks 
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Our national security is under attack. Social media platforms are porous, making it easier for bad actors to access private information, track users, and spread lies. Russia has expanded its ability to unleash propaganda around the world, promoting its anti-West views on a global stage. Its invasion of Ukraine marked an escalation in Russia’s longstanding information operations against open democracies. TikTok, under the influence of the Chinese Communist Party, has access to a vast amount of private data, which can be used in information wars against its adversaries. Both internal and external bad actors continue to weaponize social media today to weaken democracy in the United States. Some social media companies continue to generate pages for terrorist groups like ISIS to use, while others direct casual social media users to the pages of extremists through their algorithms. Social media companies’ approach to mitigating these problems is ad hoc, at best.
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