Government agencies have increased their focus on acquiring more data rights – requiring contractors to provide data with greater license
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Government agencies continue to require contractors to provide more technical data and computer software to the government, along with greater license rights in that data. That means that contractors should expect to see more IP-related litigation. “When it comes to IP in government contracting, the rules are quite different than in the commercial space—and there are different rules for civilian agencies and the DoD,” says Nicole Owren-Wiest, a partner in Crowell & Moring’s Government Contracts Group. When a government contract requires technical data and computer software to be delivered to the government, the government acquires a license in the data that is referred to as “data rights.” With Department of Defense contracts, the scope of the government’s license generally depends on the source of funding for development (government, private, or mixed), the nature of the item or software (commercial or noncommercial), and any negotiated terms of the contract. If the development is government-funded, the government is entitled to an unlimited rights license, which means that it may disclose (i.e., sublicense) the data outside the government for any purpose. If the development is funded exclusively by the contractor, the government is entitled to a limited or restricted rights license, meaning the data can only be disclosed within the government and not, for example, to other contractors, subject to certain exceptions. If the development funding is mixed, the government may be entitled to government purpose rights, which allows the government to disclose the data outside the government, including to other contractors, for government purposes, such as competing for and performing a government contract. There are also subsets of technical data, such as “form, fit, and function” data and data that is “necessary for operation, maintenance, installation, and training purposes.” With this technical data, the government is entitled to an unlimited rights license regardless of the source of funding. Contractors must assert the applicable data rights in their proposals and mark the data they claim is subject to rights restrictions. The government can challenge contractors’ assertions for up to several years after final payment under the contract. For the past few years, government agencies have increased their focus on both acquiring more contractor technical data and software under its contracts and gaining greater rights in that data, even when the items or software being acquired have been developed exclusively at private expense. This has been particularly true for DoD agencies, which tend to view such data as critical to their ability to enhance competition and sustain systems and subsystems over their life cycle. For example, says Owren-Wiest, “we are seeing more solicitations requesting the contractor deliver detailed manufacturing or process data and computer software, including source code, with at least government purpose rights, even when development was accomplished exclusively at private expense, because the government asserts the data are necessary for its sustainment objectives and to avoid vendor lock-in.” These requests are directly at odds with the contractor’s objective to protect its IP. This tension is resulting in an increased number of data-rights disputes between contractors and the government. Owren-Wiest notes that in 2018, a contractor filed a pre-award bid protest challenging the terms of an Air Force solicitation that required the delivery of an additional broad category of data, including software, for enabling the installation and maintenance of the system, including installation, de-installation, disassembly, and reassembly activities, with at least government purpose rights. “The company challenged the terms that it believed were overreaching, including the requirement to deliver software developed exclusively at private expense with government purpose rights,” she says. That issue was not addressed by the Government Accountability Office because, during the protest, the Air Force clarified that offerors would not be required to sell or otherwise relinquish to the government any rights in software developed exclusively at private expense (except for certain identified exceptions not at issue in the protest), either as a condition of being responsive to the solicitation or as a condition for award. Similar pre-award protests are likely in the near future. “In talking with companies, we find that more are considering filing pre-award bid protests around far-reaching data-rights terms and requirements for delivery of technical data and software,” she says. A Range of Disputes The government can negotiate with offerors to purchase technical data and software that it has determined are necessary to satisfy its needs, as well as to evaluate the license rights an offeror is willing to grant the government as part of the government’s source selection. However, some government solicitations have included fairly aggressive data-rights requirements, Owren-Wiest notes. “The question is, at what point do these requirements cross the line? The statute 10 U.S.C. 2320 says that the government cannot require a contractor to relinquish greater rights in technical data as a condition of being responsive to the solicitation or eligible for award. Also, the government cannot prohibit or ‘discourage’ contractors from proposing to deliver a solution that was developed exclusively at private expense solely because the government’s rights in the data related to that solution may be restricted. Those two restrictions have never been tested. What does it mean to be ‘discouraging’? In the next year or so, we will probably see contractors testing those prohibitions.” Government agencies are also being more proactive about questioning contractors’ data-rights assertions. “We are seeing more formal challenges to contractors’ assertions and markings by the government during contract performance, resulting in more formal disputes,” Owren-Wiest says. For example, the contractor may deliver noncommercial technical data or software with limited or restricted rights because they were funded exclusively at private expense. Nevertheless, the government may question the contractor’s markings and rights assertions if it believes that some portion of the development was funded by the government. The government is increasingly likely to issue such challenges when the contractor’s solution was tested or modified at some point under a government contract.
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