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Gene-editing techniques such as CRISPR could make biological weapons more deadly. Nations could develop novel or modified pathogens that would spread more quickly, infect more people, cause more severe sickness, or resist treatment more fully. Equipment needed for wide-area dispersal may become less necessary, for example, if a pathogen can be engineered to spread faster on its own. Whether that potential is tantalizing enough to convince countries to revitalize or initiate biological weapons programs is uncertain. These kinds of modifications have long been possible, just harder, using traditional genetic engineering techniques. But there are worrying signs that some leaders sense a new opportunity. In 2012, for example, Russian President Vladimir Putin intimated to his defense minister that he should plan to develop weapons based on new principles, including genetics. Another concern is that gene editing may make it easier to carry out targeted assassinations. Conceivably, a government might edit the genes of a deadly virus so that it would affect only a single target based on his or her genetic code. This capability does not yet exist, but it might become possible with time and effort. Nonetheless, as the biosecurity expert Gigi Gronvall has noted, given the prevalence of far easier methods of assassination, states may decide that developing and testing such a weapon is not worth the time, effort, and cost. A related fear is that advances in gene editing could allow scientists to develop biological weapons capable of discriminating among target populations based on ethnic, racial, or other genetically defined characteristics. According to Gronvall, these so-called ethnic weapons would be tricky to design and test, and any target population would likely have considerable overlap with nontarget populations. Still, the world is only in the early stages of the biotechnology revolution, and biological weapons have been used in ethnic and racial conflicts before. In the 1970s, for example, Rhodesia’s intelligence agency introduced cholera into wells in areas held by black nationalist guerillas. And in 1981, the apartheid government of South Africa launched Project Coast, which is believed to have looked into biological means to assassinate opponents. According to some accounts, researchers with Project Coast also discussed plans to selectively administer an antifertility vaccine to black women. These examples give reason to monitor the threat of targeted biological weapons. Some observers argue that gene editing could make it easier to develop or use biological weapons clandestinely, thus reducing the risk of international disapprobation. But maintaining a secret biological weapons program has never been particularly difficult. The equipment and agents required also have legitimate uses, and the challenges of international oversight mean that the odds of getting caught are low. It is unlikely that new technologies would change this in any fundamental way. Concerns that gene editing will make biological weapons so cheap that countries reassess their strategic value are also overstated. CRISPR does make gene editing less expensive; in 2014, a scientist at Vanderbilt University noted that an activity that used to take 18 months and cost about $20,000 took only three weeks and cost about $3,000. The expense can only have fallen in the years since this estimate was made. But biological weapons are already cheaper than alternatives such as nuclear weapons. And although gene editing lowers the cost of developing a deadly pathogen, it does little to reduce the price tag on the many other steps involved, such as weaponization, manufacturing, and delivery. Considering all of this, one particular concern emerges. The combined factors of lower cost, easier access, and greater effectiveness might not be enough to sway major powers, but they may incentivize rogue and small states to reconsider the marginal utility of investing in biological weapons. As a result, any strategy to address the risk of genetically edited biological weapons must take into account a broad range of state types, not just the major powers. Still, it’s important to put the threat in perspective: geneediting advancements need not change the basic calculus to the extent that some fear. 
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