Weapon targeting cyber attacks escalate
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An attacker who hacks an adversary’s nuclear command and control apparatus, or the weapons themselves, will gain an advantage in war-fighting that the attacker cannot reveal, while the adversary will continue to believe it wields a deterrent that may no longer exist. The dangers of escalation are greatest in brinksmanship situations where actors are willing to use secret offensive cyber operations—which cannot be revealed in advance—to limit the damage of a nuclear exchange. The same strategic logic that leads us to view cyber warfare as a limited political instrument in most situations, as discussed in Chapter 5, also leads us to view it as incredibly destabilizing in rare situations. While cyberwar is not itself a weapon of mass destruction, the use of offensive cyber operations targeting actual weapons of mass destruction will tend to undermine crisis stability.
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