AI can be used to create deadly pathogens – extinction.
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“The biggest issue with AI is actually going to be … its use in biological conflict,” according to former Google CEO, Eric Schmidt.[1] And he’s not the only AI expert worried. In his testimony before the Senate Judiciary Committee Subcommittee on Privacy, Technology, and the Law, the CEO of Anthropic, Dario Amodei, warned that in just two to three years, AI has the potential to “greatly widen the range of actors with the technical capability to conduct a large-scale biological attack.”[2] OpenAI’s Sam Altman has called for regulation on AI models “that could help create novel biological agents.”[3]President Biden’s recent Executive Order on Safe, Secure and Trustworthy Development and Use of Artificial Intelligence explicitly tasks relevant agencies with assessing the ways in which AI can increase, and potentially help mitigate, biosecurity risks.[4]But what exactly has experts and officials so worried?
Biological weapons are not a new concern
The deliberate use of microorganisms like viruses or bacteria to cause disease or death[5] has a long and terrible history: Japan weaponized typhus and cholera in World War II,[6] and the Soviet Union’s bioweapon program throughout the Cold War included producing and stockpiling smallpox, anthrax, and drug-resistant plague.[7] The United States also developed its own bioweapon program in this period, including anthrax and Q-fever, until it was terminated by President Nixon in 1969.[8]
Today, the Centers for Disease Control warns that the bacteria that causes anthrax is one of the most likely agents to be used in a biological attack.[9] To date, the development, containment, and deployment of such weapons have required significant resourcing and expertise.[10] This does not mean such weapons have only been accessible to nation-states, but it has ensured that only a limited number of actors have had the capability to develop them.
Researchers are concerned AI might increase bioweapon knowhow
AI experts are concerned that highly capable AI models could assist non-experts in designing, synthesizing, and using these weapons, thus expanding the pool of actors that could access these dangerous capabilities. Concerns are increasingly centered around future capabilities, rather than those of the present day. 
MIT students recently demonstrated how large language model (LLM) chatbots could be used to help non-experts understand the process of manufacturing risky pathogens.[11] Within one hour, students without science backgrounds had used the chatbots to list four viruses capable of causing a pandemic, identify reverse genetics as a means to manufacture them and suggest acquisition methods that could help bypass misuse screening.[12] But in this and other experiments, such as a recent report by RAND, LLMs have not yet generated explicit, directly actionable instructions on how to create bioweapons, and it is not clear that today’s LLMs offer significant advantages over what can already be gleaned from the internet.[13]
In the future, more advanced AI capabilities may cause greater concern, as LLMs increasingly enable the synthesis and production of sophisticated and accurate insights at an expert level.[14] Even less advanced models, when focused on biological data, might give rise to biological risks. In 2022, an experiment revealed how AI used in pharmaceutical design could be tweaked to design highly toxic chemicals instead.[15] 
As AI models are increasingly trained and deployed to aid research in areas like pathogens and cancers, they may have the potential to be similarly co-opted to design new and more harmful pathogens. Given the potentially catastrophic impacts of biological agents, it will be necessary for AI, biology, and broader experts to collaborate on better understanding these risks.
Biological science capabilities also shape bioweapon risks
Advances in synthetic biology are making biological development tools more readily accessible. A DIY Bacterial Gene Engineering CRISPR kit is purchasable online for as little as $85 USD,[16] and scientists regularly order custom DNA sequences from commercial labs, only some of which have committed to screening for misuse potential.[17] But it is not clear that AI-aided know-how and currently available commercial tools are sufficient for bioweapon risks to materialize. 
The process of developing, storing, and deploying a novel pathogen or bioweapon is further complicated by the danger of handling such materials while evading detection presents additional challenges. Further analysis is needed on the current risk mitigation mechanisms employed by the private sector and its level of risk awareness, as well as the impact of pandemic preparation and response capabilities. 
Deterrence and detection programs may need revision
If future AI and biological capabilities expand access to bioweapons, existing detection and deterrence arrangements may fall short. Some key methods of limiting biochemical weapon proliferation are aimed at nation-state actors. For example, international treaties like the Biochemical Weapons Convention aim to establish international norms against the manufacture, trade, or use of such weapons, and generate international pressure (including through complaints to the United Nations Security Council) to promote compliance. Yet this scheme would be irrelevant to many adversarial state and non-state actors, including apocalyptic groups, that may also not care about retaliation or blowback effects.[18]
New or novel biological agents may also potentially evade current detection and early warning mechanisms. The recent Executive Order takes some action on this front, tasking agencies to develop stronger standards for the screening of biological synthesis requests.[19] But further updates may be required. For example, the US Department of Homeland Security Biowatch Program, introduced in 2003 in response to the 2001 anthrax attacks,[20] operates in 30 jurisdictions across the US.[21] It monitors the air for select biological agents, such as the smallpox virus,[22] but would not necessarily be primed to pick up a new biological compound that AI might enable. Any evaluation of emerging risks should consider whether further updates to such regimes are warranted. 
Conclusion 
Developing a nuanced understanding of how technologies are changing biosecurity risks requires multidisciplinary expertise. The Defense, Emerging Technology, and Strategy Program at the Belfer Center will bring together experts across technology, biology, security, health, and international policy domains to grapple with these issues. Proactively understanding and addressing AI-biosecurity risks is key to mitigating catastrophic risk, as well as enabling responsible AI innovation.
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